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Go back some years, to when the concept of big data was CONVERSATIONS ABOUT DATA

firsttintrgductid to atwidler audlijer?ce. Discu?sic(;ns (;f’:]en ARE EVOLVING ALMOST AS FAST
centered on the vast volumes being generated, and how AS DATA ITSELFE.

traditional data centers would cope.

Once organizations got a handle on their cloud setup, the
talk shifted. The focus became more about, “How can we
extract the insight within this data?”

Now, maturing and evolving governance-related
regulations mean organizations are in a new race for
competitive advantage. The goal — to become truly data-
driven, while staying compliant. The deadline — 2025.

“BY 2025, SMART WORKFLOWS AND SEAMLESS INTERACTIONS
AMONG HUMANS AND MACHINES WILL LIKELY BE AS STANDARD
AS THE CORPORATE BALANCE SHEET, AND MOST EMPLOYEES WILL

USE DATA TO OPTIMIZE NEARLY EVERY ASPECT OF THEIR WORK.”

McKinsey
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There’s still some way to go for many organizations,
according to Accenture. The analysts found:

“ONLY 32 PERCENT OF COMPANIES REPORTED BEING ABLE
TO REALIZE TANGIBLE AND MEASURABLE VALUE FROM
DATA, WHILE ONLY 27 PERCENT SAID DATA AND ANALYTICS
PROJECTS PRODUCE INSIGHTS AND RECOMMENDATIONS
THAT ARE HIGHLY ACTIONABLE.”

Accenture

One big reason for the delay is about how the data is
governed. Finding ways to extract the insights — without
compromising Personally Identifiable Information (PII).
Securing the data — while setting up least privilege
principles. All while complying with new and updated
directives, regulations and laws.

This “data value gap” can be bridged with a
technology-driven approach to governance. It starts by
understanding what it really means to be data-driven.
And then examining how it can be achieved while also
maintaining data privacy.
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DATA-DRIVEN & DATA PRIVACY:

A QUESTION OF BALANCE

Naturally, the pressure is on for organizations to be data-
driven. However, the counter force is the requirement

to ensure data privacy. These opposing forces affect
multiple industries.

For example - in telecoms and innovations such as loT
and 5G. Data may be flowing in from these new channels,
but there still needs to be data ingestion, cleansing,
enrichment. That’s before security and governance is
factored in, to help manage the enlarged attack surfaces
and ensure compliance with relevant legislation.

Similar challenges exist in healthcare. The pandemic
underscored the importance of being able to track viral
movements and conduct data modeling.

At the same time, protecting growing volumes of sensitive
data and PIl means finding the right balance between
privacy and public safety. After all, healthcare is one

of the areas where data is growing fastest, posing new
challenges around complying with acts such as HIPAA.

Regulations are of course nothing new within another
industry also required to balance data insight with
privacy — financial services. However, maintaining
successful governance is particularly demanding, with
legacy systems still a feature of many banking operations.

Of course, these challenges aren’t going away for
organizations. At the same time, this isn’t an “immovable
force meets irresistible object” scenario.

Being privacy-driven and data-driven isn’t mutually
exclusive. Instead, it’s about finding harmony between
the two. In the same way business and IT can be
harmonized. And that starts with defining what it actually
means to be data-driven.




DATA-DRIVEN: A DEFINITION
AND A DESTINATION

At the simplest level, data-driven means decisions are
driven by data. As opposed to reliance on gut instinct, or
Highest Paid Person’s Opinion (HiPPO).

Of course, gut instinct is founded on experience that
adds gravitas to the HiPPO. However, it’s still limited to
just one or a few people’s subjective experiences.

With a data-driven analytical approach, those limitations
are removed. Instead, data access is democratized

across the business. Employees have real-time dynamic
dashboards at their fingertips, instead of routing requests
to IT departments and waiting to receive static data dumps.

Data-driven decisions can be objective, scaled, and
continuously improved. Data becomes embedded in
collaboration and discussion, with behavioral buy-in from
the board room.

Of course, this definition relies on insights being
extracted. In a way that’s compliant, organized, and leads
to a centralized source of truth. That’s why being data-
driven isn’t just about any data.

It may be years, even decades since the phrase “Without
data you’re just another person with an opinion” first
came to prominence. Since then, it’s fair to say most
organizations are not without data. However, many still
face obstacles.

That’s down to the fact that much of the gathered data
remains raw, in silos, and requiring governance. However,
once an organization knows the type of data they require,
they can start solving this challenge. It involves business
and strategy, powered by advanced, automated and Al-
based technologies.




THE BUSINESS CASE FOR
BEING DATA-DRIVEN

Imagine you’re a C-level decision-maker at a bank. You
want to put together a growth plan for the next few years.
You see your revenue is growing year-on-year, yet your
customer churn is also growing. The business is trying

to keep the overall customer base growing, and that’s
bumping up your customer acquisition costs.

You know you need to better understand which
customers are driving your revenue.

BUSINESS LEADERS ARE STARTING TO RECOGNIZE HOW
COSTLY KEEPING A POOR-FIT CUSTOMER CAN BE FOR
BUSINESS, SUCH AS OVERCUSTOMIZATION, CUSTOM-MADE
SOLUTIONS AND OUTSIZE TIME SPENT ON SERVICING”

Gartner

This scenario calls for data-driven analysis of your
customers. Going beyond analysis of revenue generation.
Toward understanding of revenue sustainability, and the
metric of revenue retention.

The recurring-model nature means revenue retention
has long been a crucial indicator of growth in SaaS.
Helping identify the most profitable customer segments
and whether new add-ons and services are encouraging
upgrades from existing users.

This is now into the areas of sensitive data and Personally
Identifiable Information (PIl). However, accessing this
sort of insight is essential for modern business, where
customer experience is often a key differentiator.

Gaining this level of data-driven — yet compliant — insight
can also lead to answering one of the most difficult — yet
revealing — growth-based questions businesses face:
“How profitable would we be if we didn’t gain a single
customer over the next 12 months?”

Here’s a related question, this time with an answer:
“How profitable would we be if we were data-driven?”
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INTELLECTUAL PROPERTY:
LOCATION & LEGISLATION

Of course, there’s no profitability in being data-driven
unless there’s also security. And that also needs a review
of its definition.

New privacy regulations and legislation are reshaping
security requirements, in the same way cloud migrations
are reshaping security perimeters, business locations
and intellectual property repositories.
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For example, organizations operating in the US are
required to stay up-to-date with the many proposed and
enacted bills at state-level. Further complexity comes
from industries, with a patchwork of acts including HIPAA
(medical), FCRA (credit scores), FERPA (education),
GLBA (finance), and ECPA (telecoms).
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DATA ACCESS: TIME TO PREPARE

FOR WHAT'S COMING

Data’s continued growth will see legislation continue to
be introduced at pace. The rising complexity will generate
increasingly nebulous attack surfaces. In response,
provisioning multiple products and services is required.

Of course, traditional governance methods can’t be

lifted and shifted to the decentralized and potentially
multi-jurisdictional cloud environments. Lack of
interoperability reduces the ability to implement hybrid
cloud and on-premises solutions. Even when a migration
is agreed, it can be a year or more before the first policies
can be configured.

Things are similarly unmanageable at the product
architecture level. Where there are different vendors
for data discovery, data masking, tokenization, DAM.
An alternative is needed to integrate data types, bridge
storage silos, and connect ecosystems. A two-stage
approach to data access, spanning governance and
control.
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DATA ACCESS GOVERNANCE (DAG)

This is about gaining strategic visibility on data. Wherever
it resides. So that you can answer business-critical “who
has access, and to what” governance questions.

DAG is crucial for managing the rise in unstructured data,
in areas including:

- ORGANIZATION
Data discovery and classification

- OWNERSHIP
Identifying who owns the data and mitigating
orphaned content risks

- ACTIVITY
Monitoring access and auditing sharing privileges

- STORAGE
Governing cloud-based repositories, collaboration
platforms, network attached storage (NAS), and
directories
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DATA ACCESS CONTROL: GIVING THE RIGHT
ACCESS TO THE RIGHT PEOPLE AT THERIGHT TIME

Data Access Control (DAC) is the execution of DAG
strategy. That means authorizing and controlling usage
to mitigate data leaks and breaches.

THESE SPAN THREE MAIN AREAS:

- PRIVACY
Ensuring data is processed according to data
subjects’ rights and expectations, aligned to relevant
laws and policies

- SECURITY
Ensuring systems are configured for least privilege
access and safeguarding of confidential and
sensitive data

- COMPLIANCE
Ensuring visibility of data throughout the ecosystem,
with historical tracking and enforcement of access
requests and approvals

“ENTERPRISES SPEND A MEDIAN OF 37 DAYS AND A MEAN OF $2.4 MILLION TO FIND
AND RECOVER FROM A BREACH. GLOBALLY, ORGANIZATIONS TOOK A MEDIAN OF
27 DAYS TO FIND AN ADVERSARY AND ERADICATE AN ATTACK AND A MEDIAN OF
10 DAYS TO RECOVER FROM A BREACH, TOTALING 37 DAYS TO FIND AND RECOVER

FROM A BREACH. IT ALSO COST ORGANIZATIONS A GLOBAL MEAN OF $2.4 MILLION
IN TOTAL PER BREACH”

Forrester
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FROM COMPLEXITY TO CONVERGENCE:
A NEW PLATFORM FOR GOVERNANCE & ACCESS

To evolve beyond passive processes, businesses are
turning toward the Data Security Platform (DSP).

By 2024, Gartner estimates 30% of enterprises will

have adopted DSPs. The convergence-led DSP offers
organizations a proactive route to solving the DAG and
DAC challenges highlighted above. The model is also
driven by growing demand for organizations wanting to be
data-driven, while ensuring data privacy.

FEATURES FOR THE FUTURE ORGANIZATION

DSPs configuration and deployment can be complex,
often via SQL commands. While this mirrors the
complexity of cloud-based governance, it does mean a
wide disparity between feature offerings.

These include:

- DATA CATALOGS
The vast volumes of data means aggregation of data
catalogs is required, covering the cloud to on-
premises. Along with a standardized taxonomy and
terminology. And aligned with rules governing how
access is granted.

- POLICY MAINTENANCE
Policy writing has to provide a single source of truth
for who, what, where, when, and how access is granted.
This calls for constant maintenance and adaptation.
Allowing rules and requirements to grow in complexity,
aligned to how organizations and regulations are
evolving.

- PRIVACY CONTROLS
Multiple filtering, masking and anonymization
techniques are required to ensure data privacy.
However, these also need to factor in business
requests for information sharing and data-driven
decision-making.
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METADATA ENRICHMENT

Metadata should be drawn from across organizational
repositories, enriching data-driven insights and
enhancing discoverability. Sensitive content should
be tagged and restricted accordingly, freeing
employees to focus on realizing data-driven insights.

DATA ANONYMIZATION

Getting this element right is about maximizing data’s
value, while minimizing the risk. Where data can be
classified and have the necessary restrictions applied.

SELF-SERVICE WORKFLOWS

End users should be able to submit access requests,
view statuses, and have workflows applied. Related
activity should be tracked at a granular and audit-
ready level.

RBAC & ABAC

Whether role-based or access-based, control has to
support data democratization. That means reducing
bottlenecks traditionally caused by over-
permissioning and over-restricting.
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MOVING TOWARDS THE INTELLIGENT
FUTURE OF DATA GOVERNANCE

Let’s now look at how organizations can successfully
move to this more converged state.

The talent shortage in IT is well-documented. However,
managing the scale of modern data governance isn’t
something that can be solved by increasing headcount.

There’s also the growing trend for what Gartner calls
“small and wide data”. By 2025 the analyst predicts 70%
of organizations will be focusing on these techniques,
where it’s about extracting more insight from wider
sources, rather than relying on larger data sets that don’t
provide the necessary levels of 360-degree insights.

These trends are why the future of data governance
means harnessing Al and ML.

Designed to handle omnichannel data sets, learn from
historical behaviors, and make insights available to those
authorized to view, crunch and act. Enforcing policies
and automatic monitoring. Providing a platform for
collaborating, understanding, and governing.

Naturally, this level of advanced technology doesn’t
work with outdated policies, frameworks and obsolete
tools. It requires dynamic, real-time processing. Plus the
capability to automatically grant access for data-driven
decisions, backed by compliant secure workflows.
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5 REASONS WHY AI-BASED AUTOMATION 1S
KEY TO SUCCESSFUL DATA GOVERNANCE

YOU’LL FIND THIS IS ALL AVAILABLE WITH VELOTIX.

Dynamic, automated, and symbolic Al-based. The only
Al-based data security platform that automatically
grants the right access, to the right data, for the right
people, at the right time. Here are five reasons why
Velotix is your partner for reaching the new standard
of data access governance.

W

DATA DISCOVERABILITY

You can’t protect what you can’t see. That’s why
Velotix helps you keep track of your existing data —
and where it’s located. Making it automatically
searchable, accessible, and ready to give you data-
driven insights, predictions, and value.

Metadata queries go down to row and column level,
across all your data catalogs. Integrating and
automating from a single, standardized repository.
Where you can access user information, or grant and
revoke permissions. The Velotix Al engine learns from
your previous requests, to make future
recommendations for data sets that can unlock
value and ensure end-to-end visibility of the data
lifecycle.

ACCESS & COMPLIANCE DELIVERY

Manually processing requests leads to bottlenecks
and uses up valuable IT resources. That’s why Velotix
automatically routes data access requests to relevant
stakeholders. Approvals and rejections can be granted
in seconds.

Automated recommendations from the Al engine
support governance with analyzing users, data they've
requested, business justification and location. Policy
is added to the repository on a case-by-case basis,
increasing granularity and flexibility with records
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- AUTOMATED POLICY ENFORCEMENT

The speed and complexity of modern policies puts
unprecedented burdens on governance teams. Velotix
gives you automatic data privacy control and constant
enforcement. Taking away the manual processes
involved when deciding what can and can’t be shared.

Pll can be automatically restricted, giving peace of
mind that risk procedures have been covered. Ready
for audits, adapting to new regulations, and keeping
your business compliant.

AUTOMATIC MONITORING

Silos and disparate systems reduce visibility end-to-
end. Velotix maps out relationships between datasets,
so you can monitor who has access across the entire
data access lifecycle. It’s all available from a single
source of truth, for establishing data lineage and
understanding variations in data.

COLLABORATION

Sharing data is also about democratizing knowledge.
Data projects can be shared through Velotix, with
security restrictions automatically applied. This can
include Bl tool integration, through the likes of Tableau,
PowerBI, QLik, Jupyter and Looker.

There’s no need to replicate or duplicate data and
potentially increase governance risks. Instead your
employees can use refined data securely and with
certainty. Freeing your business and its people to
learn, innovate and evolve.
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3 BUSINESS USE CASES FOR
Al-BASED AUTOMATION

1.

HR FOR STAFF RETENTION

The Great Resignation has seen a record number of
people leave their jobs since the pandemic. The costs of
finding a replacement can soon add up — both in terms
of staff morale and financially. For example, Walmart
was able to use data analytics to quantify a net loss

of an associate within 90 days, and measure ‘millions

of dollars’ in savings from every 1% in reduced staff
turnover.

That’s why organizations are looking to automated
technologies to understand employee sentiment, identify
potential resignations, and take preventative action.

However, automation also means freeing up employees
to focus on more strategic, value-added and rewarding
areas of work. This can mean they’re less likely to join the
Great Resignation:




3 BUSINESS USE CASES FOR
Al-BASED AUTOMATION

2.

SALES OPERATIONS

Intent data is a powerful dataset for revealing when
target audiences are in “buying mode”. Gathering this
intelligence requires data to be collected at scale, with
triggers and workflows to alert sales executives to make
contact at the right time.

Of course, this does involve careful management of
Pll. However, when made compliant, organizations can
harness automated innovations such as conversation
automation technologies.




3 BUSINESS USE CASES FOR
Al-BASED AUTOMATION

CUSTOMER RETENTION & MARKETING
3 | |

Organizations have long known that it’s cheaper to retain
than acquire customers. However, it’s now possible to
know when churn is more likely — and take preventative
action. This can be through sentiment analysis, or by
monitoring behavioral changes in how customers use a
product or service.

The rise in omnichannel and connected devices means
these insights can be gathered in real-time, securely,
and at scale. But only after applying the necessary
governance processes. Organizations that get it right can
deliver holistic, personalized experiences — also at scale.




READY TO DISCOVER AI-POWERED
DATA ACCESS GOVERNANCE?

Contact Velotix today and start your journey to an
intelligent, automated, and streamlined future. Where
your organization becomes truly data-driven, while also
maintaining data privacy. And where your employees
have real-time access to the data they need, from a single
source of truth. Supported by policies, permissions and
processes that are up-to-date, dynamic, and tracked
throughout the data lifecycle.
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OUR LEADERSHIP TEAM HAVE INVESTED THEIR CAREERS IN THE
FINTECH COMMUNITY, LEARNING TO OVERCOME SOME OF THE MOST
COMPLEX AND SENSITIVE DATA GOVERNANCE CHALLENGES. WE

ABOUT FOUNDED VELOTIX NOT ONLY TO EXPEDITE THE DATA JOURNEY BUT
TO ALLOW BUSINESSES TO SCALE WHILE PRESERVING SECURITY AND
VELOTIX DATA PRIVACY REGULATIONS. OUR TEAM IS DEDICATED TO HELPING

GOVERNMENT AND PUBLIC ORGANIZATIONS SECURELY REALIZE
THE FULL POTENTIAL OF THEIR DATA. VELOTIX HAS BEEN RANKED
TOP-5 STARTUP IN ISRAEL BY CALCALIST, THE ISRAELI ECONOMIST
PUBLICATION, AMONGST OTHER RECOGNITIONS.

OUR
MISSION

TO ENABLE THE SECURED, EFFICIENT, AND COMPLIANT USE OF DATA.
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